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INTRO
OBJECTIVE

Provide SrAT, CFO, and oversight organizations with an ongoing report of A-123
Implementation progress, as well as, the necessary information to respond to OMB
requests. A fixed schedule for all reporting entities has been established and is
published in the A-123 Annual Guidance and/or on the DOE A-123 Website.

Out of cycle reporting may be required to support external reporting requirements or
senior management needs.

QUARTERLY REPORTING

Field Offices will be required to consolidate (i.e., “roll-up™) all Site AART data as part
of the Field Office reporting requirements.

LPSOs, Corporate Departments and Field Offices will be required to submit the AART
Tool Suites (Field Offices must also submit all Site Contractor AARTs) on a quarterly
basis.

OUT OF CYCLE REPORTING

PMT will provide specific guidance as needed.

YEAR END ASSURANCE REPORTING

All data captured in the AART Tool Suite is the foundation for developing the annual
Secretarial assurance statement required by OMB A-123, Appendix A.

The Assurance functionality of the AART Tool Suite facilitates a methodological and
disciplined approach, as documented in this guide, to ensure consistency across all
DOE reporting elements and effective support of the Secretarial assurance
statement.

% Two separate year end reports will be required (i.e., preliminary and final).
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Quarterly Reporting

&

All Federal Field elements, as well as LPSOs and Corporate Departments, must report
auarterlv.

A.

1.

2.

[FO Only] Consolidate Site data in the Rollup AART

Validate that the names of the Sites are current and complete on the

Rollup AART tab.

Click the “Import” button to import the AART data for a specified Site.

AART: Rollup LY a o " Brookhaven National Fermi National
Chicago-Rollup Chicago Argonne National Lal

Select View: Select view ~| HELP Lab Accelerator Lab

Chicago Import ‘ Import ‘ Import |

FO CH FO-CH CH ANL BNL FNL

Attester, Tom Foley, CFO Tom Foley, CFO
Material Account Acct Status Elu&&axéﬁuz&gs HANEHHEHERAHEERE

Llolol Oodoly Llolo o Slolodololy Slolo lololy

Balance Sheet

Intragovernmental Fund Balance
with Treasury

Intragovernmental Regulatory
Assets

Accounts Receivable, Net

Nuclear Materials

Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and

Regulatory Assets

Other non-intragovernmental assets

debt

Intragovernmental appropriated
capital owned

Accounts Payable

Debt

Deferred Revenue and other credits

Liabilities 5

Pension and other actuarial
liabilities

Other liabilities 5

Contingencies and commitments__|

@

All Site AARTs being imported must be at the same AART version as the Field Office

AART.

g 3. Select the respective Site AART file to be imported and click “Open”.

Loakin:

|5 Frov asars

v @ @@ X = B - ook~

My Recent
Documents

My Metwark
Places

EFvo7 MaFO.xls
B P07 NETL x5
B Fvo7 MREL.xls
B P07 TS Hs
EFvo7 oR s
EFV07 ORISE xis
EFvo7 oRNL.xs
B Fvo7 PRO.s
B Fvo7 PHKL.xds
B Fvo7 PRPL. s
B Fvo7 PX.xs
EFvo7 RLFO.xis
B Fvo7 sEPaxds
EPvo7 sLAC.Hs
B Fvo7 SHFO.xs

ANL s
B2Fvo7 BAPL.ds
] Fro7 BrL.xls
BFvo7 BPA. s

B Fro7 CH.xls

B2 Fy07 EMCBC. s
EdFro7 ETTR.s
BFvo7 FER s
] Fro7 FrL.xds
BFvo7 GFo. s
EFro7 kapL.xds
BFy07 KC.s
B Fro7 LanL. s
BFvo7 LEML. XI5
B Fro7 LLL.ds

B Fvo7 shL s
EFv07 sPR.xs
EHFvo7 sPRO.s
EFv07 SRFO i
EHFvo7 TINAF. xls
EFv07 UPOR.s
B Fvo7 wapa.xds
EFvo7 wiPe. s
EHFvo7 wh.xds
Ervo7 viz.ds
EHFvo7 viP.xds

File name: |

¥

Files of type: |Excel Files {* xIs)

Open
v Cancel

A-123 QSG Reporting and Assurance

Page 3 of 22

Version 5 — September 2007



A-123 Quick Start Guide
Reporting and Assurance

4. Validate that the site data was appropriately imported for the selected
location.

AART: Rollup IO 4.0) )
Chicago-Rollup Chicago rgonne National Lapjgreokhaven National
Select View: ‘ Select view - HELP‘ Lab

Chicago Import ‘ Import

FO CH FO-CH CH ANL BNL

Attester]| Tom Foley, CFO Tom Foley, CFO Michael Bartos, CFO

Mo
<
i

RM

2C
P2A
ERM

o o
Material Account Acct Status < |olgl& 3 o|8&
21318 8 218

EC
B2C
2P

o <
& S
o alu

ola| 9 |< Q Q
oflslal S 19 S
wilolol ola Q. Q.

[Balance Sheet

Intragovernmental Fund Balance
with Treasury

o
o

516 6

516 66.

nmental it

Intragovernmental Regulatory
Assets

Accounts Receivable, Net

Home Heating Oil Reserve

6
General Property, Plant and 6
Equipment

Nuclear Materials 6
Strategic Petroleum and Northeast

Regulatory Assets

Other non-intragovernmental assets

Intragovernmental debt

Intragovernmental appropriated
capital owned

Accounts Payable 6

-3
o
o
o
-3
o
-3
o

Debt |

Deferred Revenue and other credits

Environmental Liabilities 5] 615[6 6 6[(5]6 6
Pension and other actuarial 6

liabilities

% The AART will automatically roll up the ratings from the various sites and show the
aggregate impact on the Field Office Material Accounts in the Account Status column?
Rollup AART tab.

5. Repeat for all Sites under your cognizance. This will consolidate the site
AART data into the Rollup AART.
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B. Prepare for Quarterly Reporting Submission

1. Review Local/Rollup AARTs for completeness and quality

a. Validate proper incorporation of applicable Local AART data from the sites into the
Rollup AART for completeness and correctness.

b. Perform QA on the local AART for elements under your cognizance to ensure quality
submission to PMT.

@ The field element is accountable for the quality of all data submitted by the Sites under your
cognizance.

i) Review progress metrics in the statistics tab® of the AART (%
Completion, planned vs. actual progress, results, areas of remediation,
assessment of deficient areas)

ii) Spot check of data

. Completeness and quality of Risk statements and control
statement in the Control Sets

. Completeness and quality of test information capture in the AART.
. Incorporation and reasonableness of Rationale for ratings

. Recording of documentation location — to be used to calculate
metrics on completion of Documenting phase.

2. Complete the Oversight tab in the Rollup AART for LPSOs and Field
Offices.

Cognizant Field Offices and LPSOs should review the questions stated in the tab and
answer them based on their current status regarding addressing those issues. Where
they cannot answer affirmatively, they should record a “NO” and remediate the issue.

3. Review and complete the Quarterly Report utilizing the standard Form
and Content provided on the DOE A-123 website.

4. Update the Implementation Plan based on the standard form and
content available on the DOE A-123 website.

Page 5 of 22
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C. Submit Quarterly Report

During Initial Ramp-up (or as directed by PMT)

1. Refer to DOE Annual Guidance and/or DOE A-123 Website for the
reporting date deadlines.

2. Develop your transmittal memorandum.

3. Compile your Quarterly Submission packet. It needs to include:

Transmittal memo

Completed Quarterly Report

Updated implementation plan

AART Tool suite for the reporting unit

[FO Only] All AARTs for the elements under your cognizance

a0 T

4. Review the Reporting and Assurance Flow below and submit the
Quarterly Submission packet as follows:

Secretary
2 )
o
o DICARC
(0]
[S]
o T
© P cFo
= A 2
(9]
0 A123 STAT &
< Proj Mgmt Team | < LPSO
o3 —
o
c
=
=
[e]
o Field Office
[0
o Corporate
Departments I
Site

Legend

== Assurance Flow

%% Reporting Flow

EIELD OFFICES

a. Send a hardcopy to the Lead Program Secretarial Office (LPSO)

b. Send carbon copy to other Secretarial Offices that provide significant funding to
the Site.

c. Send carbon copy to the Headquarters Office of the Chief Financial Officer / Office
of Internal Review, and A-123 Project Management Team.

d. An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-
123Helpdesk@hg.doe.gov.

LPSO/CD

a. Send a hard copy to the Chief Financial Officer (CFO) with a carbon copy to the
Headquarters Office of the Chief Financial Officer / Office of Internal Review.

b. Send a carbon copy to the A-123 Project Management Team.
An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-

123Helpdesk@hg.doe.gov.
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During Annual Risk-based Control Assessments [ARCA] (or as directed by PMT)

1.

Refer to DOE Annual Guidance and/or DOE A-123 Website for the
reporting date deadlines.

Compile your Quarterly Submission packet. It needs to include:
a. AART Tool suite for the reporting unit
b. [FO Only] All AARTs for the elements under your cognizance

Review the Reporting and Assurance Flow above and submit the
Quarterly Submission packet as follows:

a. An electronic copy is to be submitted via email to the A-123 Helpdesk at A-

123helpdesk@hqg.doe.gov.

% Field Offices and LPSOs should coordinate to determine any additional reporting
requirements.
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YEAR END ASSURANCE REPORTING

A-123 Quick Start Guide
Reporting and Assurance

D. Identify process deficiencies and impacts to the respective
material accounts

=

0 1. Review and, if necessary, update the Summary Ratings of the ECS/PCS-

Assess tabs (i.e. Area ratings, Overall Entity Rating and Process ratings).

g 2. Click on “EXTRACT” button on the Assurance Local tab. Data will
automatically be populated with any process rated on the local AART
with a rating of 3, 4 or 5.

AART - Assurance Local

Select View: | Selectview  +|  HELP

FO Code

|TST

Date

e o |

aterial Account

Process

Nature of Deficiency Potential Impact Descriptio|

tragovernmental Fund
Balance with Treasury

FBWT

beneral Property, Plant and

Inventory Management

ccounts Payable

FBWT

SFSENS w _Rating

If there is data in the Assurance Local tab, click on the CLEAR ALL button prior to
extracting the current assurance data to remove all values.

3. If there are no deficiencies found on the Local AART, a confirmation will
appear. Click OK to close the box and the Assurance Local tool will be
automatically populated with the phrase “No Deficiencies” and the
Location Code.

AART - Assurance Local

Select View: /W‘ HELP

IR 4.0

EXTRACT

FO Code

TST

Date

Attester

Shoshi Geller

I

Process

Site

Rating

TST

CLEAR ALL

Microsoft Excel

There are no deficiencies, please confirm accuracy,

4. If you have deficient processes they will automatically be populated in
the Assurance Local tab of the AART. Review the list for completeness.
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5. Assess the Nature of Deficiency. Consider the following:

a. A brief description of the control(s) that are not working effectively.

b. The key risk(s) that the control is designed to mitigate.

Summary of test results that
identified the deficiency (if
applicable).

d. Whether other key controls to
offset the same risk were present
and working effectively to mitigate

Material Account: Accounts Payable

Process: Payable Management

Nature of Deficiency: Key controls related to
obtaining approving official signatures on commercial
invoices prior to payment were not working effectively.
There are three primary controls to ensure that

the risk over/underpayments on commercial invoices are not
made due to lack of knowledge by the payment
e. Whether there are any known technician regarding whether charges are valid.

instances where the control failures
resulted in the risk actually
occurring

Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20
of the 20 failures noted resulted in over/underpayments
being made. In addition, post payment detective
controls, such as quarterly erroneous payment reviews
failed to detect these errors.

f. Whether there are any detective
controls designed to identify
problems after a risk may have
occurred

] 6. Use Nature of Deficiency column to provide a brief description of the
nature of the deficiency. While brief, the narrative should be descriptive

enough to provide the reader with a firm understanding of the problem.

AART - Assurance Local [ vension IV

2 erve ;i HELP
Select View: | Selectview © EXTRACT
TST

FO Code

Date _ CLEAR ALL ‘

Attester Shoshi Geller

Material Account Process Site Nature of Deficiency
Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to

Accounts Payable payable Management TsT lack of knowledge by lhg payment lechnlmaﬁ regardnjg whether
charges are valid. Testing revealed systemic failure in all three key|
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

7. Assess the Potential Impact of the process deficiencies on the affected
Material Account(s). Considerations may include:

a. The nature of risk the control was designed to offset (e.g., a risk related to
compliance with laws and regulations may not result in an actual impact on
accounts)

b. The results of testing (e.g., severity of test failures - did all or some controls to
offset the risk fail, etc.)

c. Whether the risk actually occurred as a result of the control failures (e.g., If one
control over invoice approval failed, was the correct amount ultimately paid.)

d. Results of additional testing (Note: Sites may opt to perform additional testing to
get a better sense of how wide-spread the issue may be and how it might impact
accounts.)

Page 9 of 22
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e. The original likelihood and impact ratings at the risk and control set level

f. Relative exposure (e.g., dollar amount and number of transaction affected by the
control)

g. Whether all transactions/dollars may be effected equally or have the same likelihood
and impact of occurrence (e.g., would the nature of an invoice approval control
failure indicate that federal invoices are impacted differently than commercial
invoices?)

h. Potential impact on the core financial

reporting assertions (PERCV) Example of Potentially Significant Impact

i. Potential impact of any entity level
control issues that may increase the
impact of the deficiency

Material Account: Accounts Payable

Process: Payable Management

Potential _Significant _Impact: The control
deficiency could potentially result in significant
over/underpayments. Factors contributing to
this determination include: the systemic failure
of primary and backup controls; the number of
actual over/under payments identified as a
result of the failures during testing; the failure of
post payment detective controls to identify the
problem; the high inherent likelihood and impact
for over/under payments; and other factors.

j. Level of automation in the controls or
lack thereof

k. Existence of backup controls that
were known to be working effectively,
whether originally considered key
controls or not

I Other criteria the site believes are
important to its assessment

Example Potential Insignificant Impact2

Record the Potential Impact summary and rationale for each Process by
Material Account. While brief, the narrative should be descriptive
enough to provide the reader with a firm understanding of the impact
that could result from the control deficiency.

=

AART - Assurance Local

Select View: ‘m HELP

EXTRACT

FO Code TST
Date CLEARALL ‘
Attester Shoshi Geller
| 2
£
Material Account Process site | & Nature of Deficiency Potential Impact Description
Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectivelyill The control deficiency could potentially result in significant
There are three primary controls to ensure that Factors to this
over/underpayments on commercial invoices are not made due tofll determination include: the systemic failure of primary and
Accounts Payable payable Management TsT lack of knowledge by the payment technician regarding whether [llbackup controls; the number of actual over/under payments

charges are valid. Testing revealed systemic failure in all three kdllidentified as a result of the failures during testing; the failure

controls. I addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors

of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
payments; and other factors.
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Ll o 1tis highly recommended to record the Supporting Documentation and
CAP Reference(s). These could include:

a. Corrective Action Plan location

b. CAP number(s)

c. Detailed documentation

AART - Assurance Local I 4.0
ow: - HELP
Select View: Select view EXTRACT
[FO Code TST
Daic CLEAR ALL ‘
Attester Shoshi Geller
| E
£ CAP
Material Account Process site | § |Potential Impact Descriptit Supporting Docum: References

The control deficiency could potentially result in significilit
over/underpayments. Factors contributing to this
determination include: the systemic failure of primary a

backup controls;the number of actual overiunder paymBlts [ ice fing capinet CAP-TST-L CAPTST-2

Accounts Payable Payable Management ST identified as a result of the failures during testing; the f3llire
of post payment detective controls to identify the probldill:
the high inherent likelihood and impact for overfunder
payments; and other factors.
Documentation must be readily accessible and be made available upon request for
validation purposes.

E. Aggregate Site data into the Field Office AART Tool Suite.

1. Import the Assurance Local data of your AART*. Click the Import Local
button in the header of the Assurance Rollup Tab. The Assurance Local
data is automatically imported.

|
AART - Assurance Rollup T 5.0 r ",
Select View: I Select view - HELP | re-¢
FO Code EMCBC IMPORT SITES | CLEARALL | )
Rationale

Date
Attester Lance Schlag IMPORT LOCAL Documentation
|_| Location|

g Site

[T o ProTess oo e TNy Y
No Deficiencies EMCBC |
|

2. [FO Only] Rollup the Site Assurance Data for all sites under your
cognizance. Click the Import Sites button in the header of the

Assurance Rollup Tab.

RRting

AART - Assurance Rollup oM 5.0 r th’a
Select View: I Select view - HELP | re-¢
FO Code EMCBC IMPORT SITES | CLEARALL .

Date Rationale]

Attester Lance Schlag IMPORT LOCAL Documentation|
Location|

RS e | E

Site &
Material Account Process Code § Nature of Deficiency Potential
No Deficiencies EMCBC
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3. [FO Only] Navigate to the AART file for the data you wish to import and
double click on the file. The Site Assurance Local data is automatically
imported. If the data is already imported determine if you wish to
overwrite the existing data®. The Site Assurance Local data is
automatically imported.

Local Site

Local FO
I x| [
ke [0 =l @-2Q ¥ - Tk~
5 CEnce: 5 W Jewcks. 21017, 5
s Faser 50 Toa sorges (bt 157 1ok 0
MyRecort |5 e Tool Sue 5.0 (N TT 1.2k ol [anrT Ngssurancoliup
8] anam1_prache Anta chonch kbt ok cect v\ Seien =] [HEL®
- i = o= L.
| -i‘ Wi Mw
Deshtop | i & et
S arCa Test - NAFO_Id_ PPOT_AART s
y = ancte § bt 0.0 - e
-~y 8 | emchc 5 kst Bads: )
My Doty |8 | emchc 5 st 10,5 Snafo 515t 70k e
¥ enchc 5 bt 0505 et boggle menu fiekds. s ecouns vt e
.! 8] ke § bet w7k A estsharing. ds
" S amche 0422 (15T FOR DATA CHECK)ds S kst D821 Assumance Import s
My Coputte |8 anchc a2z s
. {I ity
Fla s 5 =] fiatheiig
M bokwce. I B i
aces Fies of P (ool Fles (k) =l Careel

[FO Only] Repeat for all sites under your cognizance.

Review and analyze all data in the Assurance Rollup tab.

AART - Assurance Rollup

Select View: ’W HELP

O 4.0

FO Code

CH

Date

Attester

Tom Foley, CFO

o

Material Account

Process

Site
Code

Rating

Nature of Deficiency

Potential Impact Description

[Accounts Payable

Payable Management

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
 There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether
charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/underpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

[ The control deficiency could potentially result in significant
Factors to this

determination include: the systemic failure of primary and
backup controls; the number of actual over/under payments
identified as a result of the failures during testing; the failure|
of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under
payments; and other factors.

Intragovernmental Fund
Balance with Treasury

FBWT

TST2

Key controls related to obtaining approving official signatures on
commercial invoices prior to payment were not working effectively.
There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to
lack of knowledge by the payment technician regarding whether
charges are valid. Testing revealed systemic failure in all three key
controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in overfunderpayments being made. In
addition, post payment detective controls, such as quarterly
erroneous payment reviews failed to detect these errors.

| The control deficiency could potentially resut in significant
Factors ing to this

determination include: the systemic failure of primary and
backup controls; the number of actual over/under payments|
identified as a result of the failures during testing; the failure|
of post payment detective controls to identify the problem;
the high inherent likelihood and impact for over/under

and other factors.

Review and analyze all data in the Assurance Rollup tab. For example,
careful consideration should be given to process ratings of 5 since a
control deficiency may not be significant individually, but could indicate
a larger problem if there are numerous process deficiencies within a
Material Account.
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F. Assess materiality of process deficiencies.

1. Review the Assurance Summary tab. The “y” is automatically
populated and indicates Material Accounts with Deficiencies that need to

be evaluated and assessed.

. Fill in Total Account Balance (as of June 30") for each Material
= Account that is identified as having a deficiency.

AART - Assurance Summary DI 4.0

Select View: ’W HELP‘

FO Code TST
Date November 5, 2006

Attester Shoshi Geller

Material

Total Account Weakness
Balance Threshold

(:000)

JAssurance
Rating

aterial Accounts Summary Rationale

ce Sheet
ntragovernmental Fund Balance witl

reasury
ntragovernmental Investment

ntragovernmental Regulatory Assets

fccounts Receivable, Net

uclear Materials

btrategic Petroleum and Northeast
lome Heating Oil Reserve

eneral Property, Plant and Equipme!

|| | [ 1] [] |5 [Deficienc:

Regulatory Assets
Pther non-intragovernmental assets

3. Material Weakness Threshold is automatically calculated and is 196 of
the Total Account Balance.

AART - Assurance Summary O 4.0
Select View: Select view - HELP ‘
FO Code TST
Date November 5, 2006
Attester Shoshi Geller
No. Mat Acct
2 Material o
5 Total Account Weakness 8 o
2 Balance Threshold 7=
& [Material Accounts Summary ('000) ('000) 2 & Rationale
Balance Sheet
Intragovernmental Fund Balance with | $ 15,000
Treasur

Intragovernmental Investment
Intragovernmental Regulatory Assets

Accounts Receivable, Net
Nuclear Materials
Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and Equipment|

@)
a
o
=)
=

Regulatory Assets
Other non-intragovernmental assets

»
o
©
=3

Intragovernmental debt

Intragovernmental appropriated capital
owned
Accounts Payable $ 10,004
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4. Determine whether material weaknesses or reportable conditions exist:

a. A material weakness has been identified that could materially impact
the account (i.e., creates more than a remote likelihood that a material
misstatement of financial statement accounts may not be prevented or
detected.) For this exercise, material misstatement at the field office
level will be defined as a potential misstatement in a specific account
that exceeds 1% of the total account balance for the field element or
that the decision maker otherwise believes would materially mislead a
user of the affected report.

b. A reportable condition has been identified that could significantly
impact the account (i.e., creates more than a remote likelihood for a
misstatement of financial statements and the misstatement may be of a
more than inconsequential magnitude.)

c. Not significant deficiencies are deficiencies that do not rise to a
reportable condition or material weakness level. These equate to an
Assurance Rating of 5-Control Deficiency.

d. Specific criteria to consider when determining the rating include (but are
not limited to):

1. The nature of the deficiency.

The nature of risk the control was designed to offset (e.g., a risk related to
compliance with laws and regulations may not result in an actual impact on
reports.).

3. The results of testing (e.g., severity of test failures - did all or some
controls to offset the risk fail, etc.).

4. Whether the risk actually occurred as a result of the control failures (e.g., if
one control over invoice approval failed, was the correct amount ultimately
paid.).

5. Results of additional testing (Note: Sites may opt to perform additional
testing to get a better sense of how wide-spread the issue may be and how
it might impact accounts.).

6. The original likelihood and impact ratings at the risk and control level.

7. Whether all transactions/dollars may be affected equally or have the same
likelihood and impact of occurrence (e.g., would the nature of an invoice
approval control failure indicate that federal invoices are impacted
differently than commercial invoices?).

8. Potential impact on the core

financial reporting assertions
(PERCV).

9. Potential impact of any entity Material Account: Accounts Payable

: Process: Payable Management
!evel control ls_sues that may Nature of Deficiency (Significant): There are three
increase the impact of the

o primary controls to ensure that over/underpayments on

deficiency. commercial invoices are not made due to lack of knowledge

10. Level of automation in the by the payment technician regarding whether charges are

controls or lack thereof. valid. Testing revealed systemic failure in all three key

controls. In addition, follow-up work revealed that 20 of the

11. Existence of backup controls 20 failures noted resulted in over/ underpayments being

that were known to be working made. In addition, post payment detective controls, such as

effectively, whether originally quarterly erroneous payment reviews failed to detect these

considered key controls or not. errors. Payments are a high risk activity for the site and, it is

our professional judgment that the severity and impact of the

12. Other criteria the site believes | deficiencies creates more than a remote likelihood that a
are important to its material misstatement may not be prevented or detected.

Example Nature of Deficiency Insignificant

assessment.
Example Nature of Deficiency Insignificant®
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For all Material Accounts with identified deficiencies in the Assurance
Rating column select, from the drop down box, material weakness,
reportable condition, or not significant.

=

AART - Assurance Summary O <o

Select View: | Selectview -

FO Code CH
Date November 20, 2008
Attester Shoshi Geller

No. Mat Acct

Material =

Total Account | VWeakness =
Balance

Material Accounts Summary ('000)

ance Sheet

th'ago-.'err\mental Fund Balance s 15,000

with Treasury

Intragovernmental Investment

Intragovernmental Regulatory

Assets

Accounts Receivable, Net

Nuclear Materials

Strategic Petraleum and Northeast

Home Heating Oil Reserve

General Property, Plant and B 50,000

Equil it

Strategy for Correction

2 |peficiency

Squipmen
| |Requistory Asssts
P ot nan-ntragovernmentsl B 6,500
assets
Intragavernmental d=bt

Intragovernmentsl appropriated
capital owned
Accounts Payable B 10,000

Debt

6. Record rationale for all accounts regardless of rating. While brief, the
narrative should be descriptive enough to provide the reader with a firm
understanding of the problem. This description might include (but is not
limited to) the following:

a. A summary of the nature of the deficiency (you
may use language from the Local & Assurance
Rollup Sheets to assist.).

A well formulated rationale: There are three primary
controls to ensure that over/underpayments on commercial
invoices are not made due to lack of knowledge by the
payment technician regarding whether charges are valid.
Testing revealed systemic failure in all three key controls.
In addition, follow-up work revealed that 20 of the 20

b. A summary of potential impacts (you may use
language from the Local & Assurance Rollup

Sheets to assist.).

failures noted resulted in over/underpayments being made.

c. A summary statement on the key factors that In addition, post payment detective controls, such as
drove the decision. quarterly erroneous payment reviews failed to detect these
. . errors. Payments are a high risk activity for the site and, it

d. A statement that there is or is not more than a

remote likelihood that a material misstatement
(affecting the noted account) may not be

is our professional judgment that the severity and impact of
the deficiencies created more than a remote likelihood that
a material misstatement may not be prevented or detected.

prevented or detected

AART - Assurance Summary O 4.0
Select View: Select view - HELP ‘
FO Code TST
Date November 5, 2006
Attester Shoshi Geller
No. Mat Acct
3 Material 3
5 Total Account [ Weakness 8 o
2 Balance Threshold RC|
E Material Accounts Summary ('000) ('000) Q & Rationale
Balance Sheet
Other non-intragovernmental assets $ 6,900 | $ 69
| [intragovernmental debt
Intragovernmental appropriated capital
owned
Accounts Payable $ 10,000 | $ 100 There are three primary controls to ensure that over/underpayments on
commercial invoices are not made due to lack of knowledge by the payment
technician regarding whether charges are valid. Testing revealed systemic failure
in all three key controls. In addition, follow-up work revealed that 20 of the 20
failures noted resulted in over/ underpayments being made. In addition, post
payment detective controls, such as quarterly erroneous payment reviews failed
to detect these errors. Payments are a high risk activity for the site and, it is our
professional judgment that the severity and impact of the deficiencies creates
more than a remote likelihood that a material misstatement may not be prevented
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7 Develop_ a summary Strategy. for Material Account: Accounts Payable
Correction for each account with a | Process: Payable Management

mate.n.al weakness or r,eporta_ble Strateqgy for Correction: Steps to correct the deficiency
condition based on the corrective action have already been taken. The key strategies for correction

plans identified and in process at the | aeto:

local levels. a) Do a 100% review of invoices for the last 12 months to
identify any instances where the controls failed.

b) Recover/repay any over/under payments.

¢) Perform monthly spot audits to ensure that controls are
being implemented properly.

d) Retrain payment personnel and specifically link their
performance ratings to adherence to control standards.

e) Revise quarterly erroneous payment review procedures
to increase the likelihood of detecting such failures in the
future.

g 8. Record the Strategy for Correction summary for any material

weakness or reportable condition ratings (not required for not significant
items) into the Strategy for Correction column of the Assurance
Summary tab.

[AART - Assurance Summary o 40
Select View: | Selectview ~| HELP
FO Code [TsT
Date November 5, 2006
"Attester [Shoshi Geller
No. Mat Acct
3 Material g
5 Total Account | Weakness | §
B Balance Threshold 3£
& |material Accounts summary (000) (000) 28 |Rationale strategy for Correction
Balance Sheet
'ﬁner ‘non-intragovernmental assets | & 6,900 5 e?l ot sig
debt [
Intragovernmental appropriated capital| —l
guno
Accounts Payable 10,000 | 100| mat |There are three primary controls to ensure that over/underpayments on Steps to correct the deficiency have already been taken. The key strategies
[commercial invoices are not made due to lack of knowledge by the payment ffor correction are to:
technician regarding whether charges are valid. Testing revealed systemic faill
in all three key controls. In addition, follow-up work revealed that 20 of the 20 a) Do a 100% review of invoices for the last 12 months to identify any
failures noted resulted in over/ underpayments being made. In addition, post instances where the controls failed.
payment detective conirols, such as quarterly erroneous payment reviews faileclillo) Recoverirepay any over/under paymens.
to detect these errors. Payments are a high risk actvity for the site and, it is ouflllc) Perform monthiy spot audits to ensure that controls are being implemented
professional judgment that the severity and impact of the deficiencies creates [@llproperly.
more than a remote likelihood that a material misstatement may not be prevent@illd) Retrain payment personnel and specifically link their performance ratings tg
or detected. adherence to control standards.
e) Revise quarterly erroneous payment review procedures to increase the
likelinood of detecting such failures in the future

Ll o 1tis highly recommended to enter the location information of the any
Detailed A-123 Documentation in the Supporting Documentation field
of the AART.

IAART - Assurance Summary B a0
Select View: | Selectview v, ﬂ
FO e TST
Ds November 5. 2006
Attester Shoshi Geler
Mo Wiat Acet
vaterial | 8
Total Account | Weakness | § o
] Threshold | 2 £
& |material Accounts summary (000) (000) 28 |Rationale strategy for Correction supporting
ther non-ntragovermmental assets | 5 5o00[ 5 [ rots
P
tragovermmental approprated cap]
Accounts Payable 000] 5 T8 mat E Toensure Siep to corect e defcency Tave aready been taken, The ey swarclilf [Dears offce fing cabet
commercial invoices are not made due o lack of knowiedge by the payment |forcorrection are to
echnician regarding whether charges are valid. Testing revealed systemic failure
in il hvee key controls. in addion, folow-up work revealed that 20 of the 20 | a) Do a 100% review ofinvices forthe last 12 monihs to identiy any
aiures noted esulted inoverl underpaymens being made. i adciion, post[instances where the contros faied.
S ) reviews faikc|) Recoverirepay any overtunder paymerts.
o etect these errors. Payments are a high ik actviy fo the site and, it is our|c) Perform monthly spor aucits to ensure that controls are being mplem il
professional and impact o ropery.
[more than a remote likeihood that & materia misstatement may notbe prevented [d) a lnk heir
or detected Jadherence t control standarcs.
o yment review n
likeiood of dtecting such aiures i th fuure
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G. Update the Assurance by Process tab based on the
information populated in the Assurance Summary tab.

[1 1. For all processes with deficiencies and identified by a “y”, review the

= .
Assurance Summary tab and the Assurance Rollup tab to see if any
deficiencies related to that process are the cause of a Material Weakness
or Reportable Condition at the Account level.

Select the respective rating (i.e., material weakness, reportable
condition, or not significant) from the drop down list to provide the

Assurance Rating.

AART - Assurance by Process I 4.0
Select View: | Selectview |
FO Code CH
Date
Attester Shoshi Geller
Number of Material Weaknesses by Process 0

g

1 Rem.
E Process Accounts Materially Impacted | Strateqy for Correction Status CAP References
General Ledger Management
Funds Management
ig[FEWT

Cost Management

Insurance

Grants
Loans
Acquisition

bo |[Payable Management

Travel 1

Beusnue |
Local AART { ECS-Assess § PCS-Assess { Assurance Rolup / Assurance Local 4 Assurance Summary ', Assurance by Process /| Asse:|4 | |

[~ ] R [ [ [ ] B ] [oeieion

L1 2. Enter the Accounts that are materially impacted by the deficient
processes (i.e., indicated as having material weaknesses or reportable
conditions in the Assurance Rating column) into the Accounts
Materially Impacted column.

AART - Assurance by Process O 4.0
Select View: | Selectview j HELP |

FO Code TST

Date

Attester

Number of Material Weaknesses by Process

trategy for Correction

|[Assurance

Deficiency
Rating

Process Accounts Materially Impacted
General Ledger Management
Funds Management

Il ot sig [FRWT

Cost Management

Insurance

Grants

Loans
Acquisition

[uE:\3 Inventory Management General Property, Plant and
Equipment

Payable Management | Accounts Payable, Other Non-
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3. Develop a summary Strategy for Correction for each process with a
material weakness or reportable condition based on the corrective action
plans identified and in process at the local levels.

AART - Assurance by Process 4.0
Select View: Select view - HELP ‘
FO Code TST
Date
Attester Shoshi Geller
Number of Material Weaknesses by Process 1
| &
5| Eo
sl 3¢
S 2 g Process Accounts Materially Impact Strategy for Correction
Acquisition
mat ento geme General Property, Plant and Steps to correct the deficiency have already been taken. The key
Equipment strategies for correction are to: Do a 100% review of invoices for the las

12 months to identify any instances where the control failed.
Recover/repay any over/under payments; Perform monthly spot audits t
ensure that the controls are being implemented properly; Retrain paymel
personnel and specifically link their performance ratings to adherence to
control standards; Revise quarterly erroneous payment review procedure
to increase the likelihood of detecting such failures in the future.

L1 4. Fill in the Remediation Status and CAP Reference(s) column with
appropriate status and reference information.

2 O 40
Select View: | Selectview ~| HELP |
FO Code TST
Date
Attester ‘Shoshi Geller
Number of Material Weaknesses by Process 1
S
S| 3¢ Rem.
3 £ § Process Accounts Materially Impacted  [Strategy for Correction Status CAP References
[Acquisition
Inventory Management ‘General Property, Plant and Steps to correct the deficiency have already been taken. The key In Progress CAP-TST-1
Equipment strategies for correction are to: Do a 100% review of invoices for the |
12 months to identify any instances where the control failed.
any : Perform monthly spot audits t
ensure that the controls are being implemented properly; Retrain paym
and i link their ratings to 1
control standards; Revise quarterly erroneous payment review procedut
to increase the likelihood of detecting such failures in the future.

@ Prior to preparing your Year-End Assurance Statement consider any Entity deficiencies and
the overall level of assurance.
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H. Submit Year End Assurance Report

1. Refer to A-123 Annual Guidance and/or DOE A-123 Website for required
reporting dates.

2. Complete the year end Assurance Statement using either the DOE Field

Assurance

Report Template or the DOE LPSO/CD Assurance Report

Template using the information compiled in the assurance tabs of the

AART.

3. Prepare the Assurance submission packet.

a.
b.
c.

Completed Year End Assurance Statement
AART Tool suites (FO must include all Site AARTS)

Material Weakness Corrective Action Plans and/or Reportable Condition
Corrective Action Plans

4. Submit the Assurance submission packet.

EIELD OFFICE

a.
b.

LPSO/CD
a.

Send a hardcopy to the Lead Program Secretarial Office (LPSO)

Send carbon copy to other Secretarial Offices that provide significant funding
to the Site.

Send carbon copy to the Headquarters Office of the Chief Financial Officer /
Office of Internal Review, and A-123 Project Management Team.

An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-
123Helpdesk@hqg.doe.gov.

Send a hard copy to the Chief Financial Officer (CFO) with a carbon copy to
the Headquarters Office of the Chief Financial Officer / Office of Internal
Review.

Send a carbon copy to the A-123 Project Management Team.

An electronic copy is to be submitted via e-mail to the A-123 Helpdesk at A-

123Helpdesk@hqg.doe.gov.
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SUPPLEMENTARY INFORMATION AND DEFINITIONS

1 The account status column of the Rollup AART provides the Field Office with the ability to quickly
identify Material Accounts with process or entity control environment deficiencies across all elements
under your congnizance.

AART: Rollup T 4.0

Select View: | Selectview  +| HELP

Chicago Import | Import |

Brookhaven National

Chicago-Rollup Chicago Argonne National Lab| Lab

FO CH FO-CH CH ANL BNL

= ]

g <
wl=

Material Account Acct Status &

RI

IMAD

9 b3 =) Q
S|& N Q HolR|&]|&][S
o 1o ot Q0 =Jdulolaolorla

Tom Foley, CFO Tom Foley, CFO Michael Bartos, CFO
[Balance Sheet

P
In_tragovernmental Fund Balance 5 6lsle sle . 6lsle sle6
with Treasury
Intrago Investment
Intragovernmental Regulatory
Assets
Accounts Receivable, Net
Nuclear Materials 6 6 6 - 6 6

Strategic Petroleum and Northeast
Home Heating Oil Reserve

General Property, Plant and

Ec

Regulatory Assets

Other non-intragovernmental asse

Intragovernmental debt

The account status will display the lowest rating of the Material Account row. In the event that a Field
Office Entity Control Environment is deemed deficient, that Overall EC rating will impact all accounts.

2 The statistics tab includes charts displaying local progress and key metrics. Results are based on local
data included in the AART (no “Rollup” data is included). An explanation of the charts is available below
the charts on the statistics tab.

AART: Local EXEI 4.0
Select View: ‘ Select view | HELP
FO Code CH
C s Process Design and 27
tatus 6
Operational Effectiveness
100% P % 0% os
o4
80%:
|3
60% Dunrated
40%:
20%
0%
Documenting Evaluating Testing Remediation
[@ Compiete 81 85 1 1
| Pending 8 a4 127 0 03%
Risk Brigh Control Set Design a6 Test Results a7
Assessment o OModerate Effectiveness os - os
% @ Low o4 o4
O Unrated |3 |3
3% 34% OUnrated OUnrated
60%
5% 6%
98%
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¥ Example: Potential Insignificant Impact

Example Potential Insignificant Impact

Material Account: Accounts Payable

Process: Payable Management

Potential Insignificant Impact: The control deficiency could potentially result in significant non-
compliance with laws and regulations. However, occurrence of this risk has no direct impact on account
balances. Factors contributing to this determination include: the nature of the risk the control was designed
to offset; the results of testing, which identified systemic control failures and actual instances of failure to
comply with regulations.

4 If data from the previous year Assurance exists in the Assurance Rollup tab, or you wish to restart the
Assurance process, click the CLEAR ALL button in the header of the Assurance Rollup tab.

AART - Assurance Rollup EO 5.0

Select View: I Select view .I HELP |

FO Code EMCBC IMPORT SITES | CLEARALL i
Rationale]

Date
Attester Lance Schlag IMPORT LOCAL | Documentation
Location

~ InsertRow . o

T sie | £

Material Account Process Code | & Nature of Deficiency
No Deficiencies EMCBC

You will be prompted with a confirmation that you wish to proceed. Click OK to continue clearing all data
and click CANCEL to exit the clear all function.

Please click. OK ko confirm deletion of all data or dlick cancel ko abort clear.

Cancel |

5 [Applies to both Import Local and Import Site buttons] If the data already exists in the AART
Assurance Rollup tab you will be prompted whether or not you wish to overwrite the existing data. This
action will delete the rows to enable a re-import. Therefore, if the Field Office has adjusted any of the
associated descriptive the data will be lost. To continue the re-import of the data click YES. The data will
automatically be updated. To cancel the re-import of data click NO.

Microsoft Excel

A message box will notify you that the import has been cancelled. Click OK to return to Assurance Rollup
tab of the AART.

Microsoft Excel X|

ou hawve cancelled the import.
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¢ Example: Nature of Deficiency (Insignificant)

Example 2 Nature of Deficiency Insignificant

Material Account: Accounts Payable

Process: Payable Management

Nature of Deficiency (Insignificant): There are three primary controls to ensure that
over/underpayments on commercial invoices are not made due to lack of knowledge by the payment
technician regarding whether charges are valid. Testing revealed systemic failure in one of the key controls.
However, follow-up work revealed that none of the failures noted during testing resulted in actual
over/underpayments as the other key controls were effective backups to ensure the control objective was
achieved. In addition, post payment detective controls, such as quarterly erroneous payment reviews have
proven effective in detecting any errors that may occur. Based on the effectiveness of the control set taken
as a whole, it is our professional judgment that there is not more than a remote likelihood that a material
misstatement may not be prevented or detected.
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